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ConCERTO LOGON Manager

@ Secure and convenient logical access solution

e

ConCERTO is an innovative solution that allows the rapid and cost-effective addition of logical access security to existing
IT infrastructure and physical access systems. The LOGON solution combines SCM’s ConCERTO LOGON manager,
ConCERTO Administration software, SCMs SCL series of contactless card readers, and use a security certified contactless
smart chip IC.

The ConCERTO Logon Manager software stores logon user names and passwords securely, and facilitates their secure
entry into Windows, networks, websites, and applications”' Windows® logon data is transferred directly from ConCERTO to
Windows only after users’ smartcards are securely authenticated and (optional) PIN has been verified.

Technolo 128 bit AES encryption for data processing and storage makes it a cost efficient alternative to PKI based systems.
9y Common Criteria EAL4+ security certified contactless smart card IC and standardized application/file structure.
n Intuitive and easy to use user interface. One click "auto-record" logon process. No need to remember, or look up the correct
User-friendly .
passwords for numerous logon locations.
Versatile Server based ConCERTO LOGON manager software together with ConCERTO CardMaker enables administrators and defined
users or user groups to manage security policies and logon data.

Security policies include PIN and password policies, random PIN/password generator, password change reminders etc.
Definition of card removal behavior such as computer lock, logoff or shutdown computer. ConCERTO LOGON Enterprise PRO
also stores web and application access data, payment information and allows drag and drop into website or application entry

fields. (see user manual for details)

Simple setu “Out-of- the-box” product. No change required to existing network configuration and installed infrastructure. Software self-
P P installs at end-user computers and is ready for immediate use.

The ConCERTO Logon Manager and CardMaker APIs make it easy to integrate with a wide range of third-party client and
Interoperability server-based applications, such as facility access card management systems, or identity management systems. The use of
| ISO/IEC 14443 contactless chip technology ensures global interoperability.

Calls to IT Help Desk to recover forgotten passwords are greatly reduced. Due to the security concept of the ConCERTO

. solution, costs associated with system intrusion - data loss, downtime, recovery expense - are also less likely. Only one

Q‘_“CK return of credential is needed for physical and logical access. The flexible data structure on the used contactless smart card also allows
investment further application additions such as closed loop payments in canteens, office infrastructure access (e.g. copy machine)

Purchase information

ConCERTO LOGON is available as Enterprise and Enterprise PRO editions bundled with either a contactless mobile reader or a contactless desktop
reader. Each ConCERTO LOGON version includes all software components required for implementation.

m Ordering number Features Bundle content

DESKTOP ConCERTO LOGON Manager for end-user computers
ConCERTO LOGON [RGUEENEEIE) Secure LOGON to Windows® PC & Networks ConCERTO CardMaker for Administrator
Enterprise Server mode
'\PAI\?'BE;I(;E271 ( ) Desktop contactless reader SCL01022)
2905 Mobile contactless reader SCL3711%
g ®
DESKTOP (Ssecure LOGdO)N to Windows™ PC & Networks ConCERTO LOGON Manager for end-user computers
erver mode
ConCERTO LOGON PN: 905274 - Logon to websites and applications ConCERTO CardMaker for Administrator
Enterprise PRO MOBILE - Automatic web form fill 2)
PN: 905272 - Secure storage of personal data such as name, Deslftop contactless reader SC'—0102)
. address, payment or information Mobile contactless reader SCL3711

Supported Systems

n End-user: Windows® 2000, XP, Vista, or Windows® 7
SILLEULT O Administrator/server: Windows® 2000, 2000 Server, XP, 2003 Server, Vista, Windows® 7, 2008 Server

Browser Internet Explorer 5.5 or higher, Firefox 2.0 or higher
1)  ConCERTO LOGON Enterprise PRO 2) ) see www.scmmicro.com for data sheets

Www.scm-concerto.com
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ConCERTO CardMaker

£ Administration tool for ConCERTO LOGON

The ConCERTO CardMaker software enables administrators to easily manage the logon security policies and logon data of their
ConCERTO LOGON Manager installation.

User-friendly Intuitive and easy to use user interface. Data Server mode or full featured security policy mode.

Administrators Administrators logon to CardMaker using an Administrator password, or based on administrator rights granted to a card.
Primary Administrator grants and revokes other Administrators' rights.

control

Define PIN and password policies, including change reminders and repetition control. Define card removal behavior: lock,
logoff, shutdown computer, or no action. Define additional end user control settings, such as if self-enroll and default settings
change allowance, PIN verification timeout, end-user is allowed to change default settings, and more.

Feature rich

Runs out-of-the-box on the server or administrator computer. Same ease of use as the ConCERTO LOGON Manager software.
Simple setup CardMaker self-installs on a server computer and is ready for use after specifying only three server settings.

Its modular, client-based architecture makes ConCERTO LOGON function independently of the existing network infrastructure.
The ConCERTO LOGON Manager and ConCERTO CardMaker APls make it easy to integrate with a wide range of third-party
client and server-based applications, including facility access card management systems, or identity management systems.
The CardMaker software provides open interfaces and works with industry-standard databases. Easy data sharing share with
the CardMaker database by using the standard APIsprovided with the software makes it easy to roll out a converged logical /
physical access system. Import end-user data from HR database via ODBC, or link to a third-party physical access control
system.

Interoperability

Purchase information
End user licence based pricing.

Ordering number Features Bundle content

CardMaker PN: 905268 Administrator tool for ConCERTO LOGON part of the ConCERTO LOGON bundle offering

Supported Systems

End-user: Windows® 2000, XP, Vista, or Windows® 7

Operatingisystem Administrator/server: Windows® 2000, 2000 Server, XP, 2003 Server, Vista, Windows® 7, 2008 Server

Browser Internet Explorer 5.5 or higher, Firefox 2.0 or higher

Www.scm-concerto.com



