
Security under 
your Control

ConCERTO combines physical & logical 
access and more ...www.scm-concerto.com



ConCERTO Key Benefits
   Enhanced security, reduced number of credentials

   Solution out of the box and ready to use

   Intuitive and convenient to use

   Open for adding other applications

   YOUR applications under YOUR control

   Reduced investment and maintenance costs

   Fast return of investment

… all with one secure contactless credential.

ConCERTO LOGON Starter-Kit
   Get started with logical access today

   Deploy your ConCERTO CARDS for Windows

   Logon and Single Sign-on across your network

   The ConCERTO LOGON Starter-Kit allows you to equip 

20 seats in an easy, fast and efficient way

Do you want to

   Improve your access security

   Simplify IT administration for logical and 

physical convergence

   Render your employees‘ daily workflow more 

efficient and convenient

   Reduce IT support costs

   Use only one credential for different applications

… then ConCERTO is your perfect choice.

ConCERTO COMPATIBLE
Various applications and products can be 

made ConCERTO compatible helping to 

increase the security of your environment

What is ConCERTO?
   ConCERTO is a secure platform for multiple 

applications

   Open architecture for adding other services

   One secure credential for all applications

ConCERTO CREDENTIAL
Credentials based on 

DESFire EV1 in multiple 

form factors

ConCERTO READER 
ConCERTO enabled 

contactless and dual inter-

face smart card readers

ConCERTO LOGON
Secure Windows Logon 

and Single Sign-On made 

easy and convenient

ConCERTO ACCESS
ConCERTO enabled secure 

physical access readers

ConCERTO PRINTER
Personalize your card 

in-house with ConCERTO 

enabled printers

ConCERTO Elements  
Flexible, modular & scalable
Various building blocks allow you to flexibly migrate 

your existing infrastructure to a higher security level. 

Start with ConCERTO LOGON for example, then easily 

add other applications and components at any time.



ConCERTO LOGON 
Solves a critical security issue for you
Securing company data and ensuring privacy is crucial to your business! Often 

your stringent password, user and workflow policies are unconsciously undermi-

ned by your employees. Bad password habits such as writing passwords down, 

re-using passwords for different applications and choosing simple passwords can 

make organizations vulnerable to attacks and data theft.

ConCERTO LOGON is a secure solution using a contactless DESFire EV1 

technology for Windows LOGON and Single Sign-On. ConCERTO offers:

   Strong two-factor authentication (contactless credential & PIN)

   Support of complex and cryptic passwords

   Secure processing and storage of all logon data

   AES 128 bit data encryption and communication

… ConCERTO LOGON helps you to keep your company data safe.

Why is ConCERTO LOGON your ideal choice?
There are different solutions in the market, but …

   ConCERTO works out of the box as a Windows Add-on

   No changes to existing Windows infrastructure needed

   Low one-time investment per seat

   No annual license fees

   Reduced IT support calls

   Fast return on investment

Your employees will benefit from
  Not having to remember complex passwords

  Making access to web applications much faster

  “Auto-record“ and “auto-fill“ of website and application logon information

  Intuitive and easy to use user-interface

  One credential for many applications

Logical Access

Top 10 Features

 1  End-user self-enrollment capability

 2  Different card removal behaviors

 3  Syncs with Active Directory

 4   Central server based logon data 

administration

 5   Various reporting capabilities support 

security and workflow audits

 6    Configurable for different user 

groups and security policies

 7  Auto record of logon process

 8  Easy card activation and deactivation

 9  Easy card replacement process

10 Card printer support

Use the same ConCERTO 
CREDENTIAL for secure 
Windows LOGON and Single 
Sign-On. ConCERTO LOGON is 
an out of the box, ready to use 
Windows Add-on.



 

Physical Access Control
Use your secure contactless ConCERTO CREDENTIAL for physical access to your

company’s premises and offices. There are several ways to integrate your

ConCERTO CREDENTIAL into 13.56 MHz HF access infrastructure.

   Use the full authentication capabilities of your ConCERTO CREDENTIAL with a 

ConCERTO ACCESS reader

   Add your own physical access application to your ConCERTO CREDENTIAL

   Use the legacy path leveraging the ConCERTO CREDENTIALS’ 7 byte UID 

(unique serial number)

ConCERTO´s flexible and open structure makes it easy to adapt it to your needs.

Access to additional services
Our contactless ConCERTO CREDENTIAL is also capable of adding additional 

applications to enable access to more services: Secure printing (initiate your print 

job by presenting your ConCERTO CREDENTIAL); Payment in the company 

canteen or at beverage vending machines; Secure webcast; or Time and 

attendance management.

Contact us at concerto@scmmicro.com for help with implementing additional 

applications or services.

Physical Access
Use YOUR secure contactless 
ConCERTO CREDENTIAL for 
secure and convenient access to 
your company premises such as 
parking lots, office building and 
secure areas.

Other Services
Other services such as access to 
printers, secure disk encryption 
and canteen payment can be 
added to your secure ConCERTO 
CREDENTIAL in an open and 
easy manner.



SCM Microsystems
Corporate Profile
SCM Microsystems is a leading provider of solutions for secure access, secure 

identity and secure exchange. For organizations and individuals that need to 

secure their digital assets, electronic transactions and facilities, SCM Microsystems 

provides solutions that cut costs and reduce risk and liabilities. 

SCM Microsystems‘ broad and integrated offerings enable complete solutions 

that allow customers to turn to a single source to meet all their security and 

identity management challenges.

The company offers the world‘s broadest range of contact, contactless and mobile 

smart card reader and terminal technology, digital identity and transaction plat-

forms, as well as systems that integrate physical and logical access control.

SCM Microsystems‘ smart card-based products and solutions are utilized around 

the world to enable security and identification applications, transaction systems, 

eHealth- and eGovernment programs and physical access systems. The company 

also offers a range of smart card-based security, productivity and time recording 

solutions for small and medium-size businesses under its retail CHIPDRIVE® 

brand. 

SCM Microsystems has more than 400 distribution partners and customers in 

more than 50 countries worldwide, including major PC OEM and smart card 

manufacturers, system integrators, banks, security application providers, 

government agencies, distributors, and value added resellers.

SCM Microsystems is part of Identive Group (NASDAQ: INVE; 

Frankfurt: INV), a leading provider of products, services and 

solutions for the identification, security and RFID industries.
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Security under 
your Control

Headquarters 

SCM Microsystems GmbH

Oskar-Messter-Str. 13

85737 Ismaning, Germany

sales@scmmicro.de

Phone: +49 89 9595 5000

Fax:      +49 89 9595 5555

USA 

SCM Microsystems 

an Identive Group Inc. Company 

1900-B Carnegie Avenue

Santa Ana, CA 92705, USA

scmsales@scmmicro.com

Phone: +1 888 446 9008

Fax:      +1 888 446 1210

Japan 

SCM Microsystems Japan, Inc.

GoogolPlex Millennium Building 

6F 4-4-20 Shiba, Minato-ku

Tokyo, Japan 108-0014

sales@scmmicro.co.jp

Phone: +81 3 6414 6611

Fax:      +81 3 6414 6612

Hong Kong 

SCM Microsystems GmbH 

Unit 11, 4607-11, The CENTRE 

99 Queen‘s Road Central, Hong Kong 

sales@scmmicro.com 

Phone: +852 3796 7010 

Fax :     +852 3478 3880 

www.scmmicro.com www.scm-concerto.com


